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Therefore, a stable and safe control system of the spherical
multi-robot is very important. At the same time, in order to
improve the intelligence of the system, a data processing
system which can meet the requirements of the control system
is also needed [1]-[6].
In recent years, with regard to the research of
decentralized multi-robot system, the progress of various
scientific research institutions is as follows: MIT lab put
forward the scheme of using blockchain to realize robotic
swarm control system in 2016, and provided relevant
application scenarios and possible problems. Then in 2018,
MIT lab jointly published with Universiteit Brussel on
blockchain technology to solve Byzantium general problem of
multi-robot, the simulation experiment of decentralized multirobot system shows that the blockchain technology has
profound research value in improving Byzantine fault
tolerance. Beira University of interior put forward the idea of
combining blockchain technology with artificial intelligence in
2018, and Turku University put forward the method of
managing heterogeneous multi-robot system with blockchain
technology in 2020 [7]-[10].

Abstract –The application of robot is more and more
abundant. Especially in the background of military applications,
it is often necessary to build multi-robot system to complete tasks.
But, when the multi-robot system encounters the invasion of the
enemy, the centralized control system is hard to defend effectively
and solve the Byzantine fault-tolerant problem in the embedded
environment with the lack of computing resources and the multirobot system network can not carry the broadcast of a large
amount of original data. In order to solve the above problems.
Lora communication technology and blockchain technology are
used to propose and implement the decentralized spherical multirobot control system, which improves the Byzantine fault-tolerant
ability of the system. At the same time, based on the concept of
edge computing, under the current decentralized system, the
distributed data processing system of the spherical multi-robot is
studied. The results show that distributed data processing system
for decentralized spherical multi-robot based on edge computing
and blockchain can effectively improve the real-time
performance.
Index Terms - Blockchain. LORA. Decentralization. Multirobot. Edge computing.

I. INTRODUCTION

Throughout the above research, many areas related to
robots have been expanded around the blockchain technology.
Aiming at the problems of spherical multi-robot system, it is a
good starting point to solve them. Therefore, this paper
introduces the cutting-edge communication technology of
Internet of things named Lora, and adopts the features of low
power consumption, long distance communication, high
anti-interference, etc. to build a local blockchain network, so
as to realize the decentralized control system of spherical
multi-robot system. The problem of narrow-band
communication is that it can't transmit a large amount of data
in real time but only the informations of control, which limits
the intelligent level of spherical multi-robot system.
Therefore, in the design of decentralized control system,
applying the concept of edge computing, two high
performance chips, STM32F4 and STM32H7, are introduced,

With the development of robot and Internet of things
industry, more vision has been transferred to terminal nodes in
the technical field. Big data and large amount of computation
are the basic requirements of many applications, resulting in
the robot operation mode gradually moving from single robot
to multi-robot. Spherical bionic robot has good concealment,
which can perform all kinds of reconnaissance and seizing
tasks in the field. In the military background, this kind of tasks
usually need multiple robot nodes to cooperate. In the current
research, the centralized control system is the main research,
and all kinds of coordination tasks of the multi-robot system
are put on one node, which not only reduces the real-time of
control, but also increases the calculation and communication
loss. Once the central node is invaded, the whole robots will
be paralyzed, or even fall into the hands of the enemy.
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research began to shift from the centralized control system to
the decentralized control system. Here, the decentralization
described in this paper refers to that all the consistent
behaviors of multi-robot system are jointly determined by all
robots, and will not depend on the influence of any single
robot at any time, and there is no periodic center [13]-[16].
This paper is divided into six parts: the first part is the
introduction of the whole research, including the existing
problems, the research progress of each mechanism and the
summary of this research content; the second part is the
introduction of platform of the spherical multi-robot system;
the third part is the decentralized spherical multi-robot control
system, describes the method of building P2P(peer to peer)
network based on Lora communication technology, and The
key steps of realizing decentralization based on blockchain
technology. The fourth part is the core chapter of the paper. It
mainly focuses on the distributed data processing system. It
gives the architecture and hardware of the spherical multirobot system to realize the edge computing, and puts forward
the distributed data processing algorithm. Finally, it is about
the data segmentation strategy. The experiment and results will
be introduced in Chapter 5, and the full text will be
summarized in Chapter 6.

and a distributed data processing system architecture based on
multi-robot application is given. Through the localization
processing and feature sharing of data, the intelligent level of
spherical multi-robot system is raised to realize the machine
learning function. The results show that the distributed data
processing system can effectively improve the performance of
control.
II. THE PLATFORM OF SPHERICAL MULTI-ROBOT SYSTEM
The platform of spherical multi-robot is shown in Fig.1.
The robot includes a transparent spherical shell and a bionic
quadruped for walking in an amphibious environment. The
main controller controls the rotation angle and timing of the
steering gear through the driving board, so as to realize the
land crawling action and walk on a smooth surface and muddy
road. At the same time, the spherical robot also has the
underwater function, which can control the water jet motor to
realize the underwater movement and has good concealment.
The bionic characteristics of the spherical robot, flexible and
ingenious mechanical design can meet the needs of most field
tasks, such as amphibious resource exploration and field
search task [11]-[12].
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Fig. 1 The platform of spherical multi-robot system.

With the advantages of good concealment, it is more
suitable for the spherical robot to perform some military
applications, such as terrain exploration, encircling enemies,
and even to achieve precise strike based on the combination of
artificial intelligence algorithm. In recent years, our research
progress can be divided into the following stages:

BMP280

Power Board

ATmega2560

Servo Driver

Fig. 2 The hardware composition of the single spherical robot.

the first stage - single robot function improvement,
focusing on robot function setting, crawling algorithm,
underwater control algorithm and robot vision, and focusing
on improving single node intelligence. The second stage, multi
robot cooperative control system, focuses on the cooperative
algorithm among multi-robot to complete more complex tasks,
mainly in a centralized control mode. The third stage - because
the spherical multi-robot system performs military
applications, it is necessary to improve the Byzantine fault
tolerance ability of the system for security reasons, so as to
deal with the possible threat of the enemy. Therefore, the

The hardware composition of the single spherical robot of
the decentralized spherical multi-robot control system is
shown in Fig.2. Robots can avoid obstacles through an
Ultrasonic module, STM32H7 chip and OV7725 camera
module constitute the robot vision module. The image
processing function can be easily realized through the
powerful floating-point operation ability and double precision
FPU of H7 chip. Due to the complex working environment of
the spherical robot, in order to achieve intelligent control and
improve flexibility, the platform is equipped with BMI160
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there are multiple robot nodes sending data at the same time, it
will cause electromagnetic interference and damage the data.
Therefore, to solve this problem, this study uses competition
mechanism and cyclic redundancy check (CRC) to ensure the
reliability of data blocks.

Module-high Performance accelerometer and gyroscope,
BMM150 module-Digital triaxial magnetometer, ALS-PT19
module-wide range light sensor, BMP280 modulethermometer and barometer. STN32F411 chip is used as the
processor to integrate the above sensors in the environmental
assessment module. This control system uses Lora technology
to achieve multi-robot communication, uses STM32L151 chip
as the main controller, receives and transmits electromagnetic
signals through SX1278 module, and communicates with
ATmaga2560-smart contract module and servo driver board.
The content of this chapter will describe Lora network and
blockchain technology in detail.

B. Decentralization based on Blockchain
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In order to improve the Byzantine fault tolerance ability
of the spherical multi-robot system, we designed a
decentralized control system, using the blockchain technology
as the main implementation method, according to the
application background and hardware system of the spherical
multi-robot system. As the main technology behind Bitcoin,
blockchain has many advantages. In essence, it is a shared
database and the data or information stored in it. It has the
characteristics of unforgeability, whole process trace,
traceability, transparency and collective maintenance.
As a new application mode of computer technology, these
characteristics are helpful to solve the problem of multi-robot
system and have great research value, so it is necessary to
explore the application of blockchain technology in the
spherical multi-robot system. The blockchain network design
is shown in Fig.4. Each block data includes 6 parts: ID (robot
number), index (block number), content (shared data content),
selfhash (hash value of the block), prehash (hash value of the
previous block) and CRC16 (cyclic redundancy check). It can
be seen that the blocks are completely connected in series
through hash values and stored in each sphere robot node [21].

A. LORA Communication Technology
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Fig. 4 The design of blockchain network.

III. DECENTRALIZED CONTROL SYSTEM
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Fig. 3 The architecture of P2P network.

Spherical multi-robot system, mainly used in the field,
often need to work in the areas with dense vegetation and
many interference factors. At the same time, it also needs to
improve the range and endurance of the system. Lora
communication technology of Internet of Things, as a
narrowband communication network below GHz, is based on
the spread spectrum technology-a linear modulation spread
spectrum (CSS), which has the ability of forward error
correction (FEC). It can communicate in a long distance under
the condition of low power consumption, with a theoretical
range of about 15km, and has a strong anti-interference ability
[17]-[20].
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Fig. 5 The architecture of Decentralization system.

For the above reasons, this study uses the LORA
communication technology of the Internet of Things as the
starting point, controls SX1278 module through STM32L151
chip to broadcast and receive data at 433MHz band. Each
spherical robot node carries a set of communication devices,
and there is no central node control between them, thus
building the P2P network architecture as shown in Fig.3.Since
there is no central server, it is impossible to directly control
the communication network in a uniform time sequence. If

As shown in Fig.5, the layer to realize the decentralized
control system of multi-robot is given. The bottom layer is the
physical device layer composed of STM32L151 and SX1278
chips. Based on the realization of the transparent layer, the
P2P network layer is formed to realize the communication
between any nodes of the robots. Then the blockchain
technology is applied to send the information of blocks
through the P2P network, and the STM32L151 chip controls
the hash value operation, the blockchain network layer is
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A. The Architecture of Edge Computing

formed. The hash algorithm in this paper, we use RSHash
function. It can quickly calculate in the embedded
environment, to meet the real-time needs of the spherical
multi-robot control system [22]-[23].
Up to the fifth layer, the deployment of blockchain on the
spherical robot has been completed. The sixth layer is the
consensus plugin layer, which uses the voting mechanism to
achieve the consistency of multi-robot system, and unifies the
results according to the number of votes. Therefore, each robot
must participate in the voting. If the number of votes of a
result exceeds half, then the result can be taken as the ultimate
goal directly.
Compared with the PoW (Power of Work) algorithm, this
voting algorithm can save a lot of computing power. The main
reason for this design is that applications of the spherical
multi-robot system is based on the premise of private network
and controllable single robot node, so the security work can be
solved by special encryption module. The seventh layer is the
smart contract layer. Here, the sensor and STM32F411 chip
are used as the integrated status evaluation module to solve the
heading angle, pitch angle and relevant environmental
parameters. STM32H7 chip and OV7725 camera are used as
the robot vision module to identify, track targets and collect
image information. Through the information fusion strategy, a
series of arrays are sent to ATmega2560 core according to the
results of the voting, the corresponding strategy of robots is
implemented to realize the decentralized control system of
spherical robots.
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Fig. 6 The architecture of edge computing.

The concept of edge computing can be traced back to
more than ten years ago, which not a new theory or technology
is proposed in recent years. However, due to the increasing
application of artificial intelligence and the promotion of the
Internet of things industry, it has now entered the era of big
data. Therefore, in order to solve the related problems in data
processing, improve the intelligence and work efficiency of the
client, the concept of edge computing has become a new focus
of robot. Edge computing is not a technology, but refers to
processing the original data on the data source side, reducing
the load of the central server, and improving the response
speed of human-computer interaction.
Because there is no central node in the decentralized
spherical multi-robot system, the bandwidth of Lora and
capacity of storage are small, so the traditional big data
processing method can not be realized on the multi-robot
system. This paper introduces the concept of edge computing.
The architecture design on each spherical robot node is shown
in Fig.6, and the original data is mainly divided into three
categories, position data, sensor data and image data which
collected by GPS, sensor module and camera module
respectively, the original data set is formed and transmitted to
STM32F4 and STM32H7 chips for processing and
calculation, and the obtained eigenvalue is output to the smart
contract module. Through the API interface of blockchain
network, the characteristic data of robots is directly called and
shared, so that the task of spherical multi-robot system is
distributed to each node for execution. The eigenvalues in this
paper are a series of arrays which are obtained by fusing the
sensor information, image information and GPS information,
encoded according to the data format specified by the task,
thus saving the data space, which can be shared in real time
through Lora network.

IV. DISTRIBUTED DATA PROCESSING SYSTEM
The previous chapter has introduced the decentralized
spherical multi-robot control system based on the blockchain,
which mainly uses Lora network to exchange informations of
control. The amount of block data needed by the system is not
large, mainly for the real-time control. However, as the robotic
tasks become more and more complex, not only a single robot
node needs to have enough intelligence, but also challenges
the intelligence of the multi-robot system. According to the
development of artificial intelligence industry in recent years,
the main means to realize intelligence of robot is the big data,
which has a high demand for the computing power. But for the
spherical multi-robot system, the use of narrow-band
communication technology of Internet of things, the limitations
of embedded system processor and memory restrict the
intelligent level of the system.
Therefore, in order to improve the intelligence and realize
the machine learning of the decentralized spherical multi-robot
system, a distributed data processing system based on the
concept of edge computing and blockchain technology is
proposed in this study. The system realizes the processing and
fusion of the original data on the edge side through the highperformance processing chips STM32F4 and STM32H7, and
finally obtains the feature information, then Broadcast and
receive the feature information from other robot nodes to train
the learning model of the system to improve the intelligence of
robots.

B. Distributed Data Processing Algorithm
The distributed data processing algorithm combined with
blockchain network is shown in Fig.7. First, the original data is
collected by each node of the spherical multi-robot system,
then the eigenvalues needed for each sensor data are solved
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and their accuracy is verified. Once the accuracy requirements
are met, multiple eigenvalues can be substituted into the
multimodal fuzzy algorithm for fusion. In this study, the
multimodal fuzzy algorithm is designed by fuzzy logic.The
data is calibrated and classified, and then the multimodal data
is fused into a series of evaluation values representing the state
of the robot, uploaded to the blockchain network and
downloaded the corresponding evaluation values from other
robot nodes. The parameters of the online machine learning
model are calculated by matrix solving. If the model satisfies
the evaluation of this node, a consensus algorithm is used to
promote the consistency of the multi-robot system.Once more
than half of a node's parameters pass through, the whole robots
will be modified with this parameter as the same, thus realizing
the distributed processing of data of multi-robot system, which
provides the basis for the research of multi-robot learning
model.

Robot_N

Training process of new robot
Big data analysis

Robot_N+1

Fig. 8 The data segementation strategy
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The front database refers to the block generated by the
spherical multi-robot system in the operation, and then these
data are divided according to the control requirements. Here,
K represents the number of blocks in each set of segmentation.
The value of K needs to be determined according to the task
situation, which can be designed as a floating value or set as a
quantitative value. The segmented set can be directly stored in
the rear database, and the new spherical robot can be trained
through big data analysis.
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V. EXPERIMENTAL TEST AND RESULT ANALYSIS
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Fig. 9 The experimental design of a distributed data processing system

The experimental design of a distributed data processing
system for a decentralized spherical multi-robot system is
shown in Fig.9. It contains three robot nodes. The first node
collects target color through the camera, the second node
recognizes target shape through the camera, and the third node
collects data from the other two nodes through the blockchain
network and verifies it.

Fig. 7 The distributed data processing algorithm

C. Data Segmentation Strategy
In the practical research, it is found that for the spherical
multi-robot application, it is very different from bitcoin
application. Control system emphasizes real-time ability,
rather than bitcoin, which needs to keep all the historical
transaction data on each node. Moreover, the storage capacity
of the embedded system is limited, the larger the scale of
multi-robot system is, the more obvious the trend of data
increase is. This paper proposes a data segmentation strategy
as shown in Fig.8.

B. Experimental Result Analysis
We have compared two data processing system based on
blockchain, as shown in Fig.10, In the blockchain system, the
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