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Abstract
With the development of intelligent bionic robots and the improvement of military application, a single robot cannot meet
the requirements of the tasks of the current era. The more complex tasks require not only that the robot be able to pass
through the field barriers and the amphibious environment, but also that the robot be able to collaborate in a multi-robot
system. Consequently, research on the multi-robot control system of spherical amphibious robots is very important. Presently, the main research on amphibious robots is to improve the functions of a single robot, in the absence of the study of
the multi-robot control system. Existing systems primarily use a centralized control methodology. Although the transfer of
central node can be achieved, there is still a problem of Byzantine fault tolerance in military applications, that is, when the
amphibious multi-robot system is invaded by the enemy. The central node may not only fail to accomplish the task, but also
lose control of other robots, with severe consequences. To solve the above problems, this paper proposed a decentralized
method of spherical amphibious multi-robot control system based on blockchain technology. First, the point-to-point information network based on long range radio technology of low power wide area network was set up, we designed the blockchain
system for embedded application environment and the decentralized hardware and software architecture of multi-robot
control system. On this basis, the consensus plugin, smart contract and decentralized multi-robot control algorithm were
designed to achieve decentralization. The experimental results of consensus of spherical amphibious multi-robot showed
the effectiveness of the decentralization.
Keywords Amphibious robot · Blockchain · Smart contract · Control system · Decentralization

1 Introduction
With the development of robotics technology and artificial intelligence, robots are increasingly being utilized in
resource exploration, military detection, target acquisition
and other tasks. As a bionic robot, the spherical amphibious
robot is well concealed in military applications and suitable for performing tasks in dense forests, marshes and other
complex environments. As the complexity of tasks increases
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with the demands of the army, it is difficult for a single robot
to accomplish these tasks. Therefore, more research is based
on the spherical multi-robot, and the control system is primarily centered control method. ZigBee was used as the
main communication medium for the spherical multi-robot
system in the laboratory [1–3]. When the central node is
damaged, the center can be transferred to other nodes to
continue monitoring the operation of the multi-robot. However, in the research process, it is found that no matter how
the center is transferred, as long as there is the possibility
of invasion by the enemy, it is difficult to improve the Byzantine fault tolerance of the multi-robot system, which will
not only make the multi-robot system unable to complete the
task, or even lose the control of whole robots, resulting in
serious consequences in military applications [4, 5].
At present, there are many researches about the multirobot control system, which can be divided into two types
according to the multi-robot control mode: centralized control and decentralized control. The solutions to the Byzantine
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general problem are mainly focused on the decentralized
control system. Some research institutions and colleges have
made progress in this field in recent years [6–11].
In 2016, MIT Lab (Eduardo Castello Ferrer) proposed a
new framework for robotic swarm systems based on blockchain technology [12]. This paper describes the advantages
and possible problems of blockchain technology in applications of robotic swarm system through various examples
and points out that the combination of blockchain and other
distributed systems, can make a robotic swarm control system Become more secure, autonomous and flexible. Then,
in 2018, together with the Universiteit Brussel (Volker Strobel et al.), proposed the idea of managing Byzantine robots
through blockchain technology in the collective decisionmaking scene of robotic swarm [13], and designed relevant
experiments using the ARGoS robot swarm simulator with
the plugin for e-puck robots. The results show that it has
obvious advantages to improve Byzantine fault tolerance
through blockchain technology. At the same time, MIT Lab
(Eduardo Castello Ferrer et al.) proposed the concept of robochain [14], aiming to build a secure data sharing network
using blockchain, and then proposed a new model in 2019,
which can encapsulate the task of robotic swarm through
Merkle Tree without disclosing the original data of the task
itself [15]. University of Beira Interior (Vasco Lope et al.)
proposed in 2018 that blockchain technology can be combined with robotics and artificial intelligence technology
and summarized the problems and solutions in the combination of blockchain and other technologies [16]. In 2020,
University of Turku (Jorge Pena Queralta et al.) proposed a
new method to manage cooperation terms in heterogeneous
multi-robot systems using blockchain technology [17]. In
addition, it also defined a smart contract to integrate environmental information from different robots to evaluate and
sort the quality and accuracy of each robot sensor data.
In our previous work, we have mainly designed a bionic
spherical robot. The robot moves in the field by quadruped
walking and can complete collaborative operation through
ZigBee communication technology. In this paper, we abandoned ZigBee communication technology and centralized
control system. The spherical multi-robot system adopts
decentralized spherical multi-robot control system which
composed of blockchain and long range radio (LORA) communication technology, through consensus plugin and smart
contract, improves Byzantine fault tolerance of the spherical
multi-robot system [18].
Based on the above research, we can infer that blockchain technology can improve the Byzantine fault tolerance,
data security and cooperation flexibility of multi-robot system, which has essential research value and significance,
but most theories are mainly based on simulation, lack of
practical application. Therefore, we have built a hardware
platform for the spherical multi-robot system. Considering
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the background of military application, we have designed a
blockchain network that can run smoothly on the embedded
system. At the same time, we have introduced the leadingedge and low-power communication technology named
LORA, so that the robot nodes can achieve long-distance
communication under the premise of ensuring the endurance
capability. The specific contributions are as follows:
1. Adopting the LORA communication technology of
internet of things, point-to-point (P2P) network is built
based on transparent transmission mode, which integrates the advantages of LORA communication such as
low power consumption, strong anti-interference ability and long communication distance into the spherical
amphibious multi-robot system
2. The embedded blockchain network based on ARM
chip is designed and implemented. The block of data is
broadcast and stored in the form of hash chain to form
the local micro-blockchain network of spherical amphibious multi-robot system.
3. The consensus plugin and smart contract are designed to
achieve consensus of strategies of the spherical amphibious multi-robot, improve the Byzantine fault tolerance
of the system, and provide a new decentralized control
scheme.
The paper is organized as follows: the second part mainly
focuses on the methodology and details the construction
method of P2P communication network based on LORA
technology, then the solutions to the related problems will
be given. Based on the actual situation and application background, the blockchain network for the spherical amphibious
multi-robot platform is designed. On this basis, the decentralization control system based on the blockchain network
is proposed and gives the flow chart of consensus plugin
and smart contract. The third part contains the experimental
design and result analysis. Firstly, the spherical multi-robot
platform is introduced, including the platform composition
and hardware connection. Explain the specific experimental
settings and analyze the experimental results. The fourth part
discusses the implications and prospects of the decentralized
multi-robot control system. The fifth part summarizes this
paper and points out the direction of the next research.

2 Methodology
2.1 The Platform of Spherical Amphibious
Multi‑robot
As shown in Fig. 1, the spherical biomimetic robot uses a
crawling motion to simulate quadrupeds for field environmental survey and target search. It has good concealment
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Fig. 1  The mechanical structure and hardware components of spherical multi-robot system

and flexibility and can walk smoothly on muddy pavement.
At the same time, the spherical structure enables the robot
to have enough space inside to carry all kinds of sensors
and large capacity batteries to meet the needs of detection
and navigation.
The STM32F411CE chip is the leading 32-bit MCU in
the field of Cortex-M4 ultra low power consumption. The
main frequency supports 100 MHz and integrates a digital
signal processor. As the core of the State EVM (Evaluation
Module), it connects BMM150 (Digital triaxial magnetometer), BMI160 (accelerometer and gyroscope), ALS-PT19
(light sensor), HC-SR04 (ultrasonic module), BMP280
(thermometer and barometer) and GT-U7-GPS. Considering the computational load of the robot visual processing,
the robot uses OpenMV containing STM32H7 and OV7725
as its image processing module. The LORA module is composed of STM32L151 and SX1278.Considering the future
functional extensions of the robot, ATmega2560 is used as
a single smart contract module to connect LORA module,
OpenMV, Driver board and State EVM. HC-SR04 module,
as a sensor for obstacle avoidance, is mainly used for distance detection.

2.2 The P2P Network Based on LORA
This part introduces the method of building P2P network
based on LORA communication technology, and elaborates
the reason of selecting LORA, the hardware design of communication system and the logical heartbeat algorithm.
2.2.1 LORA Communication Technology
The applications of the bionic spherical amphibious multirobot are mainly concentrated in the field environment. Most

of the applications are dense vegetation, complex terrain and
the navigation and communication capabilities of the robot
are affected. Therefore, when designing the communication
system, we compare the wireless communication technologies such as ZigBee, Bluetooth, NB-IOT and LORA. ZigBee
is like Bluetooth. It is a short distance means of communication and is not suitable for field environments. Although
NB-IOT can consume low power for long-distance wireless
communication, it relies on network operators and network
towers to form local private communication networks and
limit the coverage of multi-robot application.
LORA is a low power LAN wireless standard based on
spread spectrum technology, created by Semtech, with forward error correction (FEC) capability, and has been widely
used on the Internet of Things industry [19–21]. Although
LORA transmits a limited amount of data, it can transmit
farther than other wireless technologies at the same power
consumption and can reach several kilometers in the open
area. Even when blocked by objects, excellent anti-jamming
capability can effectively maintain communication stability.
Moreover, for the spherical robot multi-robot control system,
there is no need to transmit a large amount of data in real
time, and the narrowband Internet of Things can meet the
requirements. Therefore, based on the advantages and disadvantages of the above technologies, this study ultimately
determines LORA as the communication means for the
robots.
As shown in Fig. 2, the communication module uses
STM32L151 low power MCU, the main frequency supports 32 MHz, standby power consumption is only 0.28 µA,
and with SX1278 chip, the reception sensitivity is as low as
– 148 dBm.Each spherical robot carries such a set of communication modules to form a LORA network. The MCU
controls the SX1278 chip by AT command, makes it run in
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Fig. 2  P2P network architecture
design for spherical multi-robot
system

433 MHz band, and sends messages by broadcasting. In the
actual test, it is found that when multiple LORA modules
are broadcast at the same time, it will cause signal interference, leading to data dislocation and missing. However,
under the system of decentralization, there is no control
center, so a decentralized communication scheduling algorithm is needed. Therefore, according to the heartbeat packet
algorithm, this study designs a logical heartbeat algorithm,
which can effectively stagger the broadcast time of nodes.
2.2.2 Logical Heartbeat Algorithm
This logical heartbeat algorithm needs to set the following
functions: first, each robot node has an internal clock timer,
different node numbers, different timing settings, when the
timing time reaches, the value of T function is 1, otherwise
T = 0; second, each node has a receiving state function R and
sending state function S, when one of the nodes is in receiving state, the value of R function is 1, otherwise R = 0, the
value of S function is 1 when the node is in sending state,
otherwise S = 0; Third, when S = 1, the value of timer function T and receiving function R is 0:

∀i, j ∈ N+ ∨ i ≠ j ⇒ ti ≠ tj ,

(1)

( )
( )
∃T ti = 1 ⇒ ∀T tj ≠ 1, j ∈ ic .

(2)

As shown in Formula (1) and Formula (2), where I and
j represent different node numbers of robots, and any two
robot numbers are different, the timing settings are different. When a multi-robot system is started, it is divided
into common nodes and one Genesis node. The common
robot nodes are passive receiving and do not start timing.
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The Genesis node waits for the common nodes to start,
sends the first block message directly, and starts running
the logical heartbeat algorithm.
∑
∑ ( )
Sj .
Ri =
T tj ∙ R j =
(3)
Formula (3) summarizes the relationship between the
functions. The receiving state of the i node is the sum of
the sending state of other nodes. The sending state is equal
to the product of the timing function T and the receiving
state R. When T = 1 and R = 1, S = 1 means that the timing
of the node reaches, and the receiving data broadcast the
heartbeat packet immediately. The actual meaning of the
T function is to be able to initialize effectively, control the
time sequence of communication, and make each node
broadcast regularly when the system starts. The practical meaning of the R function is to ensure that the node
receives the information of the previous block before it
broadcasts, to ensure the communication quality and the
stability of the blockchain:
( )
( )
∃Si = T ti ∙ Ri = 1 ⇒ ∀T tj ∙ Rj = Sj = 0, j ∈ ic .
(4)
Finally, formula 4 can be obtained through logical
heartbeat algorithm, that is, at the same time, there is only
one node that can broadcast data, and there are no two or
more nodes that make T = 1 and R = 1 at the same time. As
shown in Table 1, the logical heartbeat is run between four
nodes as an example of algorithm. This algorithm needs
to explain that from the start of the multi-robot system to
the regulation of the communication system according to
the rules, it needs to go through the step 4 and 5, that is,
in a period, two nodes reach t = 1, but due to the function
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Table 1  The steps to apply
the logical heartbeat packet
algorithm on robots

SEQ

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

Robot_1

Robot_2

Robot_3

Robot_4

T(t1)

R1

S1

T(t2)

R2

S2

T(t3)

R3

S3

T(t4)

R4

S4

1
0
1
1
1
0
0
0
0
1
0
0
0
0
0
0
0

1
0
0
0
1
0
1
1
1
1
0
0
1
1
1
1
1

1
0
0
0
1
0
0
0
0
1
0
0
0
0
0
0
0

0
0
0
1
0
0
0
0
0
0
0
1
0
0
0
0
0

0
1
1
1
0
1
1
1
1
1
1
1
0
0
1
1
1

0
0
0
1
0
0
0
0
0
0
0
1
0
0
0
0
0

0
0
0
0
0
1
0
0
0
0
0
0
0
1
0
0
0

0
1
1
1
1
1
0
0
1
1
1
1
1
1
0
0
1

0
0
0
0
0
1
0
0
0
0
0
0
0
1
0
0
0

0
0
0
0
0
0
0
1
0
0
0
0
0
0
0
1
0

0
1
1
1
1
1
1
1
0
0
1
1
1
1
1
1
0

0
0
0
0
0
0
0
1
0
0
0
0
0
0
0
1
0

R, it will not cause those two nodes broadcasting at the
same time. After this step, the communication system will
enter a regular cycle, as shown in steps 9–17, forming a
logic sequence.
Common protocols, such as Modbus and Profibus, adopt
the polling mechanism dominated by the central server to
coordinate the communication data, which is obviously
not suitable in the decentralized system. Compared with
the common heartbeat packet algorithm, it aims to detect
whether the node is online or not, and does not involve
timing control, while the logical heartbeat packet in this
paper was designed for the decentralized system, Due to
separate node timers and simple response logic, a regular
communication sequence between nodes is formed.
It should be noted here that when the decentralized
system does not contain a time control center, if the incremental timing time is used alone, such as 1 s, 2 s and 3 s
corresponding to nodes 1, 2 and 3, two or more nodes will
broadcast information at the same time when the timing
time is a common multiple of 2 s, 3 s, 4 s and 6 s. Each
node sets a timer according to the total number of nodes in
system, so when a new node is added, its initial parameters
of timer need to be readjusted, otherwise interference will
occur. Therefore, the timer defined by the logical heartbeat
package should only be determined according to the node
number and does not have to consider the number of nodes
in system, to minimize the coupling degree of the nodes.
The number of robot nodes may be arbitrarily increased
or decreased without modifying the initialization settings
of all nodes.

2.3 The Realization of Blockchain Network
Blockchain, as the implementation technology behind Bitcoin, is essentially a kind of decentralized shared database.
As a new application mode of computer technology such
as distributed data storage, peer-to-peer transmission, consensus plugin and encryption algorithm, it is now widely
used in the financial industry [22–25]. With the development of the robot and the need of scientific research, a
single node can no longer meet the task, so more studies
begin to focus on the collaborative work of multi-robot
systems. However, centralized control system and centrally
transferable control system have always had serious problems in military applications.
In this study, we designed a structure of blockchain for
the spherical multi-robot platform. As shown in Fig. 3,
each block data contain six parts: ID (robot number),
INDEX (block number), CONTENT (shared data content),
SELFHASH (hash value of this block), PREHASH (hash
value of the previous block), and CR116 (cyclic redundancy check). Blocks are completely concatenated by hash
values and stored on each spherical robot node.
Considering the computing power and real-time control
of the embedded system, a lightweight RSHash algorithm
is used to generate hashes of block more quickly. At the
same time, the Proof-of-Work used in Bitcoin is discarded.
This mechanism is used to cope with the abuse of service resources and prevent service attacks. It wastes an
amount of computation and energy to ensure the reliability
of nodes.
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Fig.3  Architecture design of blockchain network

For spherical amphibious multi-robot control applications, each node runs a fixed program, and identity information can be solidified in the program. Communication data
can be protected by encryption algorithm, so the blockchain
formed by P2P network can run smoothly on the embedded
system through LORA network, which lays a foundation for
the completion of the decentralized control system.

2.4 The Decentralized Control System
The above describes the design and construction process of
blockchain network. This part mainly focuses on the implementation method of the decentralized spherical multi-robot
control system, including the software architecture design,
hardware architecture design, consensus plugin and smart
contract.
2.4.1 Architecture of Decentralization
The software architecture of the decentralized multi-robot
control system is shown in Fig. 4, which is divided into six
layers. The bottom layer is a physical device layer composed
of STM32L151 and SX1278 chips. Based on the implementation of the transfer layer, logical heartbeat algorithm is
added. Then forms a P2P network layer, which can achieve
communication between any nodes in the system. Then,
Fig. 4  The software architecture
of decentralized control system
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using blockchain technology, block information is sent
through the P2P network, and the blockchain network layer
is formed by hashing operation by STM32L151 chip.
These four layers are the basis of the decentralized control
system. After the blockchain network is implemented, it is
the consensus plugin layer. In this study, the voting mechanism is used to achieve consistency based on the results
of votes, every robot will participate in voting. If the votes
of a result exceed half, the result can be used as the final
consensus goal of the system. The results are transferred
to the smart contract layer, which controls the robots to
run different strategies based on different results to achieve
decentralization.
As shown in Fig. 5, the hardware architecture of a single
node of the decentralized multi-robot control system consists
of five parts. Sensors include all kinds of sensors, such as
acoustic sensor, gyroscope, magnetometer, which are connected to the state EVM (evaluation module), Data acquisition and filtering are realized by high-performance MCU,
and then multiple sensor data are transformed into a series
of evaluation codes which can reflect the status of the robot
according to the needs and sent to smart contract module.
Smart contract module connects state EVM, driver board
and LORA module at the same time. It is responsible for
matching the multi-robot control strategy according to the
evaluation code and transmitting it to LORA module, and
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Fig. 5  The hardware architecture of decentralized control system

then sharing data in the blockchain network. LORA module
is responsible for running blockchain network and consensus
plugin. After reaching a consensus through shared data, it
feeds back the results to smart contract module, and finally
drives the underlying actuator through driver board to control behavior of robots.
2.4.2 Consensus Plugin Based on Voting
The consensus plugin used in this paper is based on voting mechanism. When voting on a target or strategy of
multi-robot, the results need to be determined based on
the final votes and reach agreement. Therefore, to modify the strategy of multi-robot control without intruding
more than 50% of robot nodes, two conditions must be
fulfilled simultaneously. First, the Byzantine nodes (the
node invaded by the enemy) generate blocks more rapidly
than the other confidence nodes and satisfy the verification
of the hash chain. Hence, the less nodes are controlled, the
harder it is to create block information. Secondly, each

node has a logical fixed broadcast order, nodes that do
not respect the command cannot guarantee that the broadcast information is received properly. so, the more nodes
are controlled, the more difficult it is to correspond to the
correct broadcast sequence, remove the disturbed and
controlled nodes, and the remaining trust nodes can still
correctly implement the strategy. Therefore, in the process
of decentralization, although the exhaustive operation of
Proof-of-Work (PoW) is abandoned, the Byzantine fault
tolerance of the system can still be improved by blockchain, voting consensus and logical heartbeat packet algorithm in the context of cluster application.
As shown in Fig. 6, a system of five robots is used to
illustrate the process of consensus plugin. Scenarios are used
for target recognition, where each robot node collects data
through its own sensor and camera modules and sends it to
State EVM to process the results and share them with the
LORA module over the blockchain. There are three robots
voting cup and two robots voting face, so the result of consistency is the cup.
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Fig. 6  A demonstration of consensus plugin in a multi-robot system

2.4.3 Smart Contract and Collaborative Algorithm
Smart contract is a computer protocol that propagate, validate, or execute contracts in an information-based manner.
In blockchain applications, smart contract is the rule that
each node must obey, which are determined by the decentralized system, and can enforce control all nodes according to
the detection results.
Therefore, according to this characteristic of smart
contract, we design a spherical multi-robot system, which
combines multiple control strategies and decision criteria, and solidifies them in the smart contract module of
each robot node. As shown in Fig. 7, Key can select the
appropriate control strategy, and one strategy can include
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crowding level, robot state and formation form different
behaviors of robots through different property settings,
such as crowding level = high, robot state = active, formation = triangle. This set of settings represents the robots
to actively explore in a dense triangle formation, while
crowding level = low, robot state = passive, formation = triangle, represents the robots to be on-site alert in an evacuated triangle formation.
These strategies are designed with multi-robot as the
main body. Although smart contract is distributed and solidified in each robot, the control of a single node is spread to
the robots, which shows multi-robot behavior. Therefore, one
of the important considerations when designing smart contract is the effect of individual behavior on group behavior.
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Fig. 7  Schematic diagram of
smart contract

The decentralized spherical robot multi-robot control
system based on smart contract and blockchain has a collaborative control algorithm as shown in Fig. 8. First, all
robot nodes set up blockchain network and join in according
to the above research methods, and then build data pool for
specific task objectives. The data pool refers to the collection
of environmental data that can be detected by sensors and
other devices, and then map these data sets to each robot. For
example, when performing search tasks, the detection of a

target can involve multiple data information, which constitutes a data pool. Different robots are in different locations,
terrain, and carry different sensors, so the data that can be
mapped is different. When a node obtains data, it begins to
filter and de-noising and other operations, and judges the
accuracy requirements, then integrates the data to get the
corresponding key and broadcast to get the result through
consensus plugin. If no consensus is reached, then remap the
data and judge again. After getting the results, enter multi

Fig. 8  Flow chart of collaborative algorithm for decentralized multi-robot control system
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strategy matching algorithm, select the control strategy of
the system through key, and complete the decentralized control of robots.

3 Experiment and Result
3.1 Experiment Setup
When a spherical multi-robot system is performing a military task to search target, it should be spread out as far
as possible during the day to expand its detection range.
As shown in Fig. 9, in the evening when light conditions
are poor, the robots should get together to reduce its range
of activity, reduce the possibility of being detected by the
enemy and save energy.
Therefore, in the experimental design, based on the above
application background, we take two conventional robot
nodes and one Byzantine robot node as the main body, and
carry out experiments when the number of Byzantine nodes
equals 0 and 1. The Byzantine node is implemented through
a LORA module, which is responsible for interfering with
the consensus process and voting against other nodes when
the system votes. When illumination = low, the robots take
the strategy in the evening, that is, in a dense linear formation. When illumination = high, the robots take the strategy
in the daytime, that is, in an evacuation linear formation. The
two strategies of the multi-robot system are already stored in
the smart contract. The State EVM consists of the HC-SR04
ultrasonic sensor and the ALS-PT19 illumination sensor and
STM32F4, which can effectively determine distance and
environment parameters. The performance parameters and
Byzantine fault tolerance of the decentralized control system
can be obtained by collecting time and data for different

consensus times. The consensus refers to that the system
completes actions according to the illumination.

3.2 The Analysis of Results
When Byzantine Node is set to 0, three groups of experiments are performed according to the number of consensus
times, each of which collects eight times of data. As shown
in Fig. 10, Fig. 10a is the time spent in the first consensus
and the number of blocks used, 10b, c are the second and
third consensus. It can be seen from the chart that the time
distribution is basically proportional to the data, and the time
for reaching consensus is about 5.68 s each time.
As shown in Fig. 11, the number of Byzantine nodes is
1, Fig. 11a is the time spent by the first consensus and the
number of blocks used, Fig. 11b, c are the second and third
consensus. Data fluctuations persist regardless of the number of Byzantine nodes, which are caused by the constant
changes in the computational speed and communication rate
of the robot and fall within the normal range. At the same
time, the Byzantine node joins, which makes the time and
data amount required increase significantly. The time for
reaching consensus is about 8.68 s each time.
Figure 12 shows the data values in Figs. 10 and 11, averaged according to the order of consensus and the number of
Byzantine nodes. The black line is the curve when Byzantine node = 0, and the red line is the curve when Byzantine
node = 1. The curve shows that the number of Byzantine
nodes has more and more influence on the time and amount
of data needed for consensus as the number of consensus
time increases. The reason is that the number of consensuses
increases, and Byzantine nodes have more opportunities to
interfere. The analysis of consensus time shows that when a
normal node becomes a Byzantine node, the consensus time

Fig. 9  Experimental design and data collection of decentralized multi-robot control system
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Fig. 10  Consensus time and number of blocks without Byzantine node

Fig. 11  Consensus time and number of blocks with one Byzantine node
Fig. 12  Line chart of consensus time and number of blocks
under BN0 and BN1

will increase by nearly 53%. Therefore, it takes time cost to
keep the whole decentralized multi-robot control system in
normal operation. This study assumes that each robot node
has full autonomy and does not need to reach consensus
frequently. Within the centralized control system, the central
node has absolute control over the robots. Once the central
node is invaded, the multi-robot system will be completely
controlled by the enemy. So, in previous studies, the major
idea was how to hide the center. Decentralization systems

directly disperse the control of the robots according to the
root cause of the problem. Therefore, if an enemy invades
one of the nodes of the robot, the impact on the multi-robot
system will be the same.
The amount of data needed to reach a consensus-the number of blocks, can be obtained from Fig. 13, where Fig. 13a,
b are Byzantine node = 0 and 1. By comparing the differences among the three consensuses in different number of
trials under the same experimental environment, we can
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Fig. 13  Histogram of data quantity under different consensus
times

see that there is no obvious law of change in the amount of
data, for example, group 3 data in Fig. 13a, 2nd Consensus
requires a much larger amount of data than 1st Consensus,
while 3rd Consensus does not differ significantly from 2nd
Consensus in terms of data volume. Group 7 of Fig. 13a
costs a similar amount of data between 1st Consensus and
2nd Consensus. This is also true in Fig. 13b, so the amount
of data required to reach a consensus in this decentralized
multi-robot control system is random.
As shown in Fig. 14, the time spent in reaching agreement
for a decentralized spherical multi-robot control system is
counted, where Fig. 14a, b are without Byzantine nodes and
Fig. 14c, d are the condition with one Byzantine node. The
comparison shows that there is a clear distinction between
1st Consensus, 2nd Consensus and 3rd Consensus without
Byzantine nodes, and the range of fluctuations in the data
is smaller than with Byzantine nodes. From 14d, there is
similar data between 2nd Consensus and 3rd Consensus,
for Consensus Time, this part of overlap means that there is
a certain probability of interference from Byzantine nodes.
Although voting-based consensus plugin can accurately
reach agreement when Byzantine nodes do not exceed half
of the robot nodes, but do not fully guarantee time-consuming stability. Therefore, when controlling the robots, the efficiency of smart contract execution should be considered, it
should reduce frequent switching within strategies.

4 Discussion
Through the analysis of the process and the final experimental results of the of the decentralized spherical multirobot control system, the scheme based on blockchain, and
smart contract has the following points to be noticed and
discussed:
1. The choice of communication scheme. Because our
research platform is based on bionic spherical robot,
the application background is in the field, the remote
communication and power consumption are concerned,
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and the amount of data required for control is not large,
so we consider using the communication means of the
Internet of Things.
2. The scheduling of the decentralized communication
sequence. In this study, a logical heartbeat algorithm
is proposed. Although this algorithm can stagger the
time sequence of node broadcasts and enable the robot
to send messages sequentially, but not all these messages
are useful. Therefore, to make reasonable use of these
messages, such as the position information from GPS
can be used as the data that can be broadcast at any time.
3. This research adopts voting mechanism to reach consensus. This method can effectively reduce the interference
of Byzantine nodes. In the experiment, more than 50%
of the votes are passed. In the actual application, this
threshold can be set in the consensus plugin. Therefore,
the voting mechanism is a very flexible choice, which
can be set according to the application requirements.

5 Conclusions and Future Work
This paper proposed a decentralization method of spherical amphibious multi-robot control system based on blockchain technology. First, the P2P information network based
on LORA technology was set up, we designed the blockchain system for embedded application environment and the
decentralized hardware and software architecture of multirobot control system. On this basis, the consensus plugin,
smart contract and decentralized multi-robot control algorithm were designed to realize the decentralization. Through
the top-down design process, from the system architecture
to the hardware selection and algorithm design, the working method is systematically described. Finally, through the
analysis of experimental data, the performance and Byzantine fault tolerance of the decentralized control system
are determined, and the shortcomings of the system and
the areas to be improved are found. Decentralization of a
spherical amphibious multi-robot control system achieves
the exploration of the application of blockchain technology

Study on Decentralization of Spherical Amphibious Multi‑robot Control System Based on Smart…

Fig. 14  The time needed for the robots to reach agreement under different numbers of Byzantine nodes

in the field of multi-robot control mode, and creatively puts
forward a systematic solution. As a new mode of application, it is still in the architectural design phase, with the
main emphasis on functional validation. At the same time,
this study needs to continue to improve the design of smart
contracts, enrich control strategies through game theory, discrete mathematics and topology, use theorem proof system
to confirm the reliability and stability of smart contracts,
and add more robot nodes to verify. The advancement of the
Internet of Things technology will enable the digitization
of a wide range of objects, and the blockchain will become
the core operating system and exist. The future work will
continue to focus on the content of the discussion chapter
and try to introduce machine learning algorithm to improve
the intelligence of our platform.
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